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Overall Maturity Score Scores by Governance and Management Area

Use this information to identify and prioritize opportunities for improvement.

40% 52% 65% 68% 69% %  9T%

/M
Measuring and communicating success in IT Security can be difficult. This score is
a summary indicator of where you're at in relation to industry standard best
practices.

Security Culture Vulnerability Compliance Event and Incident Policy and Process Risk Analysis Auditing
- Management Management Management Governance

Evaluate overall security maturity as well as across 7 governance

areas. Determine which areas require the most improvement and
use this report to investigate improvement opportunities..

acurity Culture, Vulnerability Management, and Compliance Management. Roles in these areas should also be better defined. For more information on the
‘and management, see the Improvement Roadmap and Policy and Process Area Detail sections of this report.

Policy and Process Scores by Security Area

As with the section above, these scores can be used to identify areas for improvement and prioritize the order in which to address them.

A p,

/0" \ -\

End User Devices Physical Data Servers IAM Network Apps

/ Info-Tech Research Group Assess process maturity across 7 areas of security. Determine
.*

Addressing gaps in documentation and enforceme which areas require the most lmprovement and use this report to hat security is consistently meeting the organization's needs. For
A'ﬂ Ct’on more information on the specific steps you can tal investigate process improvement opportunities.. ;s Area Detail sections of this report.
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Recommended Actions Roadmap: Improve

ike Buma, Strategy Analyst and Product Owner

This section consolidates the high priority recommende . :
address deficiencies in areas of greater importance.

yrove on your biggest gaps and inconsistencies, and to

Urgency Score

10/10

' Security Culture
/ Assessment

ACTION

Ensure that assessments of security
awareness training uptake are conducted on
at least an annual basis for the most critical
security controls, and targeting the most
critical user populations.

y

Urgency Score

6/10

Compliance Management
Accountability

ACTION

Clarify accountability and responsibility for
compliance management, and
communicate to affected stakeholders.

y

Urgency Score

10/10

URGENT

End User Devices Security
mm—== Deployment and Decommissioning

ACTION

Formalize and document this policy or
process, then ensure accountability to
achieve consistency.

Urgency Score

6/10

=== = Vulnerability Management

.
mmmmmE  Sigtus

ACTION

Formalize and document vulnerability
management processes, then ensure
accountability to achieve consistency.

Urgency Score

10/10

URGENT

Physical Security

Incorporation in Other Processes

ACTION

Formalize and document this policy or
process, then ensure accountability to
achieve consistency.

Urgency Score

6/10

=== = Vulnerability Management

1 1 | o
=mmmms  Comprehensiveness

ACTION

Ensure that all aspects of security are
included in vulnerability management
processes to optimize vulnerability
management.

Urgency Score

URGENT  8/10

E Host Security for Servers
==a) Risk Analyis for Patches/Updates

ACTION

Formalize and document this policy or
process, then ensure accountability to
achieve consistency.

Urgency Score

6/10

Security Culture
Methods

ACTION

Ensure that new hire security awareness
training is provided to all new staff within a
reasonable timeframe post-hire. Focus on
the most critical security messages to get
the biggest bang for your training buck.

y

Urgency Score

8/10

Security Culture
End User Evaluation

ACTION

Ensure that refresher training on key
security awareness messages is completed
on at least an annual basis. Consider more
frequent training and awareness campaigns
for the most critical security awareness
messages.

Urgency Score

6/10

Security Culture
Foundation

ACTION

Ensure that assessments of security
training uptake are conducted on at least an
annual basis for the most critical security
controls, and targeting the most critical
systems.

y
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Vulnerability
. Management
‘ Weighted Area Vulnerability management is critical for establishing initial security configurations and maintaining a secure state over time. Use this

Vulnerability Management - Security Governance Areas 10f5
Score: 3.1/6 report to understand and improve your vulnerability management capabilities.

Previous: 2.1/6

QUESTION WEIGHT AND SIGNIFICANCE v v RECOMMENDED ACTIONS

Status STATUS - Current Score 3/6 - Weight: High

Please indicate the status of your vulnerability management process. \/
Vulnerability management provides organizations with visibility into, and processes for ‘_____
remediating, known technical vulnerabilities associated with current and planned 1 2 3 4 5 6
technology implementations. Previous Score 1/6

Formalize and document vulnerability management processes, then ensure
accountability to achieve consistency.

Comprehensiveness STATUS - Current Score 2/6 - Weight: Medium

Is vulnerability management applied and enforced in all areas of v

security? < A ! | |
Vulnerability management activities must cover all aspects of security, or unnecessary 1 2 3 4 5 6
residual risks will exist in the areas that have not been considered. Previous Score 3/6

Ensure that all aspects of security are included in vulnerability management
processes to optimize vulnerability management.

Project Planning and Change Management STATUS - Current Score 3/6 - Weight: Medium
Are security considerations included in project planning and change

\/
management processes? ! 4 | |
1 2 3 4 5] 6

Vulnerability management activities must be part of all significant IT initiatives and
changes, or unnecessary residual risks will exist. Previous Score 3/6

Expand the application of vulnerability management processes to a broader set
of significant projects and changes.

Accountability STATUS - Current Score 4/6 - Weight: High
Have responsibility and accountability been clearly established for your

\/
vulnerability management process? A ] 1 |
1 2 3 4 5 6

Without clear roles and responsibilities documented, vulnerability management
processes run the risk of being ignored or circumvented. Previous Score 2/6

Clarify accountability and responsibility for vulnerability management, and
communicate to affected stakeholders.
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Business Satisfaction with IT Security Computer Business Inc. SRS o INFO~TECH

# of Responses 37

RESEARGCH GROUFP
Response Rate 100.0%

Business satisfaction is defined as confidence in important security areas and minimal friction for business processes.

Security Importance and Confidence Security Friction

Identify the business perspective on security importance and confidence at the department and organizational Address high friction areas with the business and modify security practices as necessary.

level. Low importance scores for "My Department” might reflect under-valuing their own day-to-day security
practices. Similarly, low confidence scores might reveal hidden vulnerabilities (e.g., staff sharing passwords).

Security Friction Overall

Overall, how much friction do IT security practices create for business processes?

Importance and Confidence for Overall Security T ——— py— i sionicom Frin

Overall, how important is IT security to your organization/department? e o o

DT ST ), IUARARRRRRRARARRRDN 558%
|'I' rrernnd ws'!/w rrernnd ws,!/o Security Friction Detailed Breakdown

Medium

How much do the IT security practices in these areas create friction for business processes?
® ° ° ° ° ° ° ° ° ° ° ° ° ° ° ° ° ® ° ° [
LI R R LR /i L 50

Moderate Friction

'n‘ Minimal Friction

50% 50% Mobility (Remote & Mobile Access) [ |
Overall, how confident are you in the existing IT security practices for your organization/department? 50% 33% 17%
; . — : ° Desktop Computing [ EEE— I
Confidence in the Organization's Overall Security Average _
High 50% 50%
@ @ [ ] @ @ @ @ @ @ @ @ [ ] @ @ @ [ ] @
T™'TTTEN TTTTTOOTNN Regulatory Compliance
| 33% 17% 50% Medium 33% 33% 33%

Confidence in Security for My Department Average Data Access/Integrity [ ]

[ ] [ ] @ [ ] [ ] [ ] @ [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] R . . . . . . . .
w |n| |n| |n| |n| |n| |n| |n| |n| |n| w |I| |n| |n| w . B Minimal Friction Moderate Friction M Significant Friction
ow
| 33% 33% 33%
Importance vs. Confidence Detailed Breakdown Responsibility for Security Governance
Target improvement efforts on areas with high Confidence Shortfalls (i.e., confidence lower than importance). Shared IT-business responsibility for security governance (e.g., risk analysis) leads to better alignment and greater
How important are IT security practices in these areas? understanding of risk tolerance, security priorities, and acceptable security practices.
How confident are you in the existing IT security practices in these areas? Who should have responsibility for these IT security governance areas?
Mobility (Remote & Mobile Access) 67% I Joint Responsibility Business
obility (Remote & Mobile Access o _ -
62% Risk Analysis/Risk Tolerance I - Y |
. 58% NN
Desktop Computing 70% Policy and Process Creation [ - VIS - s
M Importance Regulatory Compliance gg% ] Compliance Management I - mmlliam |
. %
. Con?dence f PR S —— Security Culture I - mmmliae |
Confidence Shortfall Data Access/Integrity 579
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# of Employees 18
# of Responses 18
Response Rate 100.0%

Computer Business Inc.

Business satisfaction is defined as confidence in important security areas and minimal friction for business processes.

Security Importance and Confidence

Identify the business perspective on security importance and confidence at the department and organizational
level. Low importance scores for "My Department” might reflect under-valuing their own day-to-day security
practices. Similarly, low confidence scores might reveal hidden vulnerabilities (e.g., staff sharing passwords).

Importance and Confidence for Overall Security

Overall, how important is IT security to your organization/department?

TN TN
RO ECEE LR R RN 50

33% 67%
Overall, how confident are you in the existing IT security practices for your organization/department?

33%

Average

Confidence in the Organization's Overall Security Average

\RRRRERRRRRESNERRERRN 60%
\RRRRENERRRRRRRREREN 30%

33% 67%
Importance vs. Confidence Detailed Breakdown

Average

Target improvement efforts on areas with high Confidence Shortfalls (i.e., confidence lower than importance).

How important are IT security practices in these areas?

How confident are you in the existing IT security practices in these areas?

7%
53%
60%
60%
40%
A7%
63%
63%

Mobility (Remote & Mobile Access)

Desktop Computing

M Importance
Confidence
M Confidence Shortfall

Regulatory Compliance

Data Access/Integrity

Security Friction

Address high friction areas with the business and modify security practices as necessary.

Security Friction Overall

Overall, how much friction do IT security practices create for business processes?
[ ]

'n' Significant Friction

Friction for the Business Average

[ ] [ ] @ @ [ ] [ ] @ @ [ ] [ ] @ @ [ ] [ ] [ ] @ @ [ ) [ ] @ Moderate Friction
(0
| |'I"|I"I"I"I"I"I"I"I"I"I"II"I"I"II"I"I"I"I"I' 43% .
High 33% 67% 'n‘ Minimal Friction
e S€CUIIty Friction Detailed Breakdown
How much do the IT security practices in these areas create friction for business processes?
Low 100%
Mobility (Remote & Mobile Access)
33% 67%
Desktop Computing e
High 67% 33%
Regulatory Compliance | —
Medium ) 100%
Data Access/Integrity |
. B Minimal Friction Moderate Friction M Significant Friction
ow

Responsibility for Security Governance

Shared IT-business responsibility for security governance (e.g., risk analysis) leads to better alignment and greater
understanding of risk tolerance, security priorities, and acceptable security practices.

Who should have responsibility for these IT security governance areas?

IT Joint Responsibility Business

Risk Analysis/Risk Tolerance I B e -
Policy and Process Creation [T ool |
Compliance Management I B e -
Security Culture I - Y |

TEST DOCUMENT
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IT-Business Alignment Computer Business Inc. SeTEaEes 55 INFO~TECH

# of Responses 55
Response Rate 100.0%

R ESEARTCH G ROUP

Identify gaps between IT and the business, and use that to drive alignment exercises.

Security Importance Security Confidence
How important are IT security practices in these areas? How confident are you in the existing IT security practices in these areas?

0% 100% Gap% 0% 100% Gap%

_pe o e 62% o,
Regulatory Compliance e Regulatory Compliance m i
GAP LEGEND 0-15% Well-Aligned Review and Consider Alignment Exercise 31+ % Conduct Alignment Exercise
Security Friction Responsibility for Security Governance
How much do the IT security practices in these areas create friction for business processes? IT's Response Who should have responsibility for these IT security governance areas? ~ A IT ¥ Business
0% 100% Gap% Joint Responsibility Business Gap%

Mobility 3% Risk Analysis/Risk Tolerance

Desktop Computing Policy and Process Creation

80%

33;2?,7’ 2% Compliance Management

Regulatory Compliance

IT

[
[
[
[

- e—
-V eee—
O oesle—"
sl

Data Access/Integrity e Security Culture

Follow These Steps to Close Gaps and Improve Satisfaction

1. Meet with business users to explore scores that are misaligned — e.g., are confidence gaps due to perception only or are concerns founded in sub-optimal security practices?

2. For importance and confidence gaps, identify the root cause and review related practices. For example, if mobility confidence is low, is the underlying concern protecting data on mobile devices or preventing malware attacks? Similarly, if
mobility security has a high importance score due to data concerns, then also review overall data access/integrity security concerns.

3. For security satisfaction low scores and gaps, identify the specific practices that are deemed too restrictive or cumbersome, and the underlying causes of dissatisfaction. For example, if remote access friction is actually due to usability
issues with the VPN client and not security policies, then the issue may be solved by exploring alternative VPN client solutions. In other cases, it may be necessary to re-align end-user perspectives on security requirements.

4. For governance responsibility gaps, determine the potential points of friction (e.g., time commitment) to move towards joint responsibility so you can have an informed discussion of what is appropriate. For example, joint responsibility
does not mean identical time commitments. In risk analysis, for example, it's still IT's responsibility to identify and present risks and mitigation options; the business role is to provide feedback on risk tolerance.

5. Leverage Info-Tech's Security Effectiveness reports for a deeper review of security practices.

TEST DOCUMENT
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OVERALL EFFECTIVENESS SCORE

These scores reflect your team’s view of End User Devices security effectiveness. The overall score

MOST EFFECTIVE POLICIES AND PROCESSES gives a high level sense of where you’re at in this area, while the policy and process and technology MOST EFFECTIVE TECHNOLOGIES

According to your team, these policies and processes are your scores summarize your team’s responses in these subcategories. According to your team, these technologies are your most
most effective. Effectiveness scores reflect confidence in threat I I effective. Effectiveness scores reflect confidence in threat
identification and prevention and the ability to minimize em—mmw dentification and prevention and the ability to minimize
adverse impact on end user experience. adverse impact on end user experience.

. (0] _ 0
Device standards  Effectiveness Score 80 70 1 Endpoint Effectiveness Score 8 1 Yo
defined Encryption
Confidence: 78% Impact: 81% Confidence: 83% Impact: 79%

EIRNEN -

Desktop/laptop Effectiveness Score 7 9 0/0 2 Patch Effectiveness Score 7 9 0/0
standards defined Management
Confidence: 76% Impact: 81% OVERALL POLICY OVERALL - Confidence: 83% Impact: 75%
AND PROCESS TECHNOLOGY
EFFECTIVENESS EFFECTIVENESS 0/
3 Audit deployment Effectiveness Score SCORE SCORE 3 Endpoint Anti- Effectiveness Score 73 o)
ractices Malware
P Confidence: 61% Impact: 61% OVE RAL L Confidence: 75% Impact: 71%

L

Application Whitelisting

Effectiveness Score

1]

. Patch Management
BYOD policies

L]

LEAST EFFECTIVE POLICIES AND PROCESSES TEAM ALIGNMENT LEAST EFFECTIVE TECHNOLOGIES
According to your team, these End User Devices devices policies and This section shows the areas in which your team is most closely aligned According to your team, these End User Devices technologies are your
processes are your least effective. and most greatly divergent. least effective.
Most Aligned
0 . .
@ Deployment/ Effectiveness Score 33 Yo $ Patch/update risk analysis Application Effectiveness Score
decommissioning e
: .. Whitelistin
checklist Confidence: 39% Impact: 28% # BYOD pOIICIeS g Confidence: 42% Impact: 38%
$ Device standards defined
- %
i L Alian Firewalls
devices Confidence: 37% Impact: 33% cast Aligned Confidence: 67% Impact: 71%

Confidence: 54% Impact: 67% Personal/Client Firewalls

TEST DOCUMENT
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Policy and Process Policy and Process Drivers of End User Devices Security Effectiveness
EﬁeCtlveneSS Score Successful security depends on having effective policies and processes. Use this section to understand your team’s perspective on which policies are working well and which aren’t.
Effectiveness Poli P Evaluation Criteria: Confidence Reponse Previous  Evaluation Criteria: Impact Response Previous % SECURE, EASY TO E
Score olicy or Frocess Respondents by % and # Average Average  Respondents by % and # Average Average -
While these policies and processes don't These policies and processes keep the
Desktop/laptop standards defined Internal é é é é adversely affect users impact, they do organization secure without
790/0 1 security standards defined for each desktop/ 299 56% 76% 56% 1% 78% 81 Cyo 38% Ieave_the orgamzatlonl vulnerable to inconveniencing users. Maintain this
lalem e security threats. Consider ways to optimal state.
RICBIE ’ [2] [5] [1] [7] increase security effectiveness, if
° N ° ° possible without negatively impacting
Device standards defined Internal security [ ) [ ) [ ) [ ) user experience.
800/0 2 standards defined for each tablet or 1% 56% 78% 63% 1% 78% 81 % 35% S
smartphone platform. 1 5 1 7 1. Deployment/decommissioning
(11 (3] (11 [7] .
checklist
Deployment/decommissioning checklist 6 lil lil 'o' 2. Audit deployed devices
0 Complete a security checklist as part of 0 0 0 0 -
) ) , o 33% 3 deployment and decommissioning 67% 22% 39% 65% 89% 0% 28% 92% *8 INSECURE, HARD TO USE
This score summarizes your team’s opinions on processes. [6] [2] [8l [ = . icios and ke th
i i ici § These policies and processes are an ese policies and processes make the
Er_1d Usgr Dewce; §ecurlty policies anq processes. Audit deployed devices Audit deployed & & & > TEfEe U nuisaTes el il b organization secure, but can be an
Itis a h|gh level indicator of where youre at in this 4 devi t th till t 37(y 67(y 33(y 540/ removed or, preferably, improved. annoyance to users. Consider ways to
area evices 1o ensure they still mee 67% 22% 0 0 78% 1% 0 0 improve the user experience without
. requirements. [6] 2] 71 [1] diminishing security effectiveness.
Confidence and impact are key indicators of security Sy, ° ° ° °
effectiveness. The overall effectiveness score is determined by 5 BYOD policies Determine acceptable use of ot ol 5 4(y 46‘7 ® ot 67(y 63(y 1 5:f?:é%p/laptop standards
the arithmetic mean of your team’s policy and process employee-owned devices. 1% 1% Y Y 22% 44% o o : )
) . 2. Device standards defined
confidence and impact responses. [1] [1] [2] [4] -
3. BYOD policies
Security Confidence _ oy ® ® oy ® ® 4. Patch/update risk analysis
) Patch/update risk analysis Perform a risk 0 0 0 0 < i i
The d f confid d by rel tIT | 5. Audit deployment practices
© degree of conlidence expressed by relevant 11 personne 6 analysis prior to deploying patches/updates. 1% 1% 63% 42% 1% 1% 59% 50% £ Py P
that policies and processes in this area are preventing and 1] 1] 1] 1] )
identifying threats. Low CONFIDENCE High
o q [ ] [ ] [ ] [ ]
Audit deployment practices Audit device [ ) [ ) [ ) [ )
Adverse Impact ) 0 0 o) 0
The level of adverse impact on end user experience that 7 ggir;lo;gﬁ)r\ll\tlggactlces 8 TR €L 1% 33% 61% 40% 22% 33% 61% 54%
relevant IT personnel believe is caused by policies and 9 ’ (1] (3] [2] (3]
processes in this area. B Response of 1 or 2 (low/bad) Response of 3 or 4 (medium/moderate) B Response of 5 or 6 (high/good)
POIicy and PrOCGSS EXGCUtion ConSiStency - Team Alignment The ideal outcome for this section would be perfect consensus among respondents. If policy and process requirements aren’t known, they can'’t be followed through

. ) ) - . . . on or effectively enforced. But simply being aware of a policy or process is not enough, ideally the entire team should have a stake in review and optimization.
Policies and processes aren't fully effective unless they’re documented, enforced, reviewed, and optimized. Use this section to ensure your team is on the same vely ut simply being aw: policy orp ! ugh. ! y I . v n review pumizat

page in terms of your policies and process status.

. ST h he foll : lici A 1 f ” __ | i
Question: "To what extent are the following policies in place and e.n ort?ed T- 2 — 3 — 4 — 55— 6 ) Policy and Process Respondents by % and # Response  Previous Policy and Process Status - Team Alignment
Response of one or two Response of three or four Response of five or six Not in Informal policy in  Informal policy in ~ Formal policy in Formal policy in  Formal policy, consis- Average Average
(respondents believe polipy (respondents believe policy or (respondents bel_ieve polic_y place place, incor_\sistently place, con_sistently place, incopsistently place, con_sistently tently appl_ied, and has ° °
or process has low maturity) process has moderate maturity) or process has high maturity) applied applied applied applied beeno';‘i/:re]i"zvzg and Audit deployed devices Audit deployed ® - IT Staff Avg. H————— () | ]
Response  Previous 4 devices to ensure they still meet 1% 33% 63‘% 67% CSO ) —
Policy and Process Respondents by % and # Average Average Policy and Process Status - Team Alignment requirements. 1] 3] CIO nmm@um—— | ]
O ST ) ST ER S G il 6 é IT Staff Avg. Ee—— — BYOD policies Determine acceptable 6 6 IT Staff Avg. S—— —
1 Internal security standards defined for 67% 0% 37% 69% CSO n—— — 5 of é’m s — devicesp 1% 44% 74% 73% CSO n—— [ —
each desktop/laptop platform. 6] 0] C10 @ um—— I ployee- ’ 1] [4] CIO n— —— () I
Device standards defined Internal ® ® IT Staff Avg. E———— — Patch/update risk analysis Perform a ® ® IT Staff Avg. —— ® —
2 security standards defined for each tablet 2% 229 56% 61% CSO mmmm—g) mmmm= (G risk analysis prior to deploying patches/ 1% 56% 78% 81% CSO mm—— —
or smartphone platform. 2] 2] Cl10 e mmmmnl) ] updates. 1] 5] ClO e —— ]
Deploy_mentldecommlssmmng . é é IT Staff Avg. E————— () — Audit deployment practices Audit ﬂ 6 "‘ IT Staff Avg. EE—— [ ) I
checklist Complete a security checklist 0 0 . . 0 0
3 as part of deployment and 0% 339, 70 /0 69 /0 CSO n— —— o — 7 device depl_oyment practices to ensure 1% 229, 57 /0 67 A) CSO nnmmm =g —
decommissioning processes. [0] [3] CIO N (] they are being followed. 1] 2] CIO nn g I
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Make I.nformed IT Decisions by Starting Your Diagnostic
Program Today!

https://lean42.com/lean-packages/it-diagnostics/

Use our proven Diagnostocs Program - the simplest way to collect the data you need, turn it into actionable insights, and
communicate with stakeholders across the organization.
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